AN
|\ ) MESH
Why do | receive a quarantine digest?

Your organisation has implemented Mesh's email security platform to protect against threats and spam. To
ensure we don't incorrectly block an email you need, a tiny fraction of your email will end up in quarantine.
These emails will be shown in quarantine digests.

Quarantine Digests: What To Expect

How often will | receive a quarantine digest?

The frequency is set by your administrator. Regardless of frequency, digests will only be sent if there has
been an email quarantined since your last digest.

How long are emails held in quarantine?
Emails are quarantined for 28 days after which they are automatically deleted.

@ You can deliver

Definite Spam @

8 You can only request delivery (notifies your IT admin)

Infomail (V] Already Delivered

Categories Explained

Malware 2}
Phishing (2} High Spam o

Likely Spam o

Banned Attachments €

Impersonation @ Geo filter 'a)

Actions Explained

Deliver

Always Allow Sender Address

Always Allow Sender Domain

Releases the email from
guarantine and delivers to

your mailbox immediately.

Future emails from this sender
will be delivered, bypassing
quarantine. Threats and
certain policy verdicts will still
be quarantined.

Future emails from this domain
will be delivered, bypassing
quarantine. Threats and certain
policy verdicts will still be
quarantined.

Delete

Always Block Sender Address

Always Block Sender Domain

Deletes the email from

Future emails from this sender

quarantine. will be automatically deleted
and not shown in quarantine.
Preview Request

Allows you to view email
content before taking an
action.

Sends a notification to your
admin requesting the email is
released from quarantine.

Future emails from this domain
will be automatically deleted
and not shown in quarantine.

Allows you to login to
manage your quarantine and
personal allow/block rules.

Digest on Demand

A new digest delivered instantly
if new email quarantined since
your last digest.



Microsoft 365 Safe Senders and Blocked Senders

If using Mesh 365 or Mesh Unified, Microsoft 365 Safe Sender and Blocked Senders rules can be used to
seamlessly allow or block emails. Safe Senders are treated similar to regular allow rules and only bypass
certain verdicts. You can learn more about our rules here: Rules

@ Safe sender and block senders created in Microsoft 365 are not replicated to the Mesh policy page.
If the customer is using Mesh Unified and the policy action for a verdict is “Quarantine in Mesh”, the

safe sender rule will not be triggered. This is due to safe sender rule being processed at the API level.

How to create a Safe Sender

There are two methods to create a safe sender rule in Microsoft 365.
Step 1a: Click “It’s not junk”

In your Outlook client, click “It's not junk”.

Facebook <groupupdates@facebookmail.com> @) ~
To: Moe Szyslak Fri 22/11/2024 21:43

@ This message was identified as junk. We'll delete it after 19 days. Show blocked content and enable links

© FRetention: Junk Email (30 days) Expires: Sun 22/12/2024 21:43

This email has been categorized as Informail. [From: groupupdates@ifacebookmailcom, External]

Do not click links or open attachments unless you recognize the sender and know the content is safe

Step 2a: Click “Report”

Click “Report” to confirm the creation of the rule.

Report not junk

groupupdates@facebookmail com will be added to Safe Senders. Future messages from
this sender will never be sent to the Junk folder.

|:| Daon't show me this message again

Step 1b: Drag to Inbox
Dragging the email from the message list to the inbox.
Step 2b: Click Checkbox and OK

Click “Ok" to confirm the creation of the rule.

Move to Inbox

u MNever send future messages from groupupdates@facebookmail.com to the Junk

folder.


https://docs.emailsecurity.app/help-center/creating-rules

Microsoft 365 Safe Senders and Blocked Senders

How to create a Blocked Sender

g We currently replicate Microsoft's block action which is to move the email to the Junk folder going
forward. If you want to delete an email instead, a block rule is more appropriate. Learn more here:
Creating_a Block Rule

Step 1: Right Click an Email
Right click an email from the message list.
Step 2: Click Block Sender

Click “Block Sender”.

Forward

Delate ean categorized as Infomail. [F
s or open attachments unless

Mowve >

Copy >

Copy to clipboard
Categorise >

Mark as unread

Flag » Join gro
Report > IMEI
Rules »  Never block sender !

Step 3b: Click OK

Click “Ok" to confirm the creation of the rule.

Block Facebook?

This message will be deleted and all future messages from

groupupdates@facebookmail.com will be moved to the Junk Email folder.



https://docs.emailsecurity.app/help-center/creating-a-block-rule

Microsoft 365 Safe Senders and Blocked Senders

How to Check if an Email is on Safe Senders or Blocked Senders list

Within the Live Email Tracker we show this information in the email status and email analysis for both safe
and blocked senders.

£

Infomail On safe senders list in Office 365 Mesh Unified

Infomail Deliver ® Mesh Unified

Email Details Analysis Preview Event Log

Status Deliver moe@moestavern.eu

Verdict Infomail
Context Header/Envelope Mismatch Content - Infomail
SPF  © Pass
DKIM @ Pass

DMARC @ Pass

Spam Score  2.73

Rule(s) On safe senders list in Office 365

Known Contact @ No

Sandboxed No




